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1. What is a DPIA? 
 
1.1 Under data protection legislation (GDPR and the UK Data Protection Act 2018) there is 

an obligation to carry out a Data Protection Impact Assessment (DPIA) before carrying 
out types of processing likely to result in high risk to individuals’ interests.  If your DPIA 
identifies a high risk that you cannot mitigate, the University’s Data Protection Officer 
must consult the ICO.   This obligation is a key element of the new focus on 
accountability and data protection by design. 

 
1.2 A DPIA is a way for you to systematically and comprehensively analyse your processing 

and help you identify and minimise data protection risks. DPIAs should consider 
compliance risks, but also broader risks and freedoms of individuals, including the 
potential for any significant social or economic disadvantage.  The focus is on the 
potential for harm – to individuals or to society at large, whether it is physical, material 
or non-material. 
 

1.3 To assess the level of risk, a DPIA must consider both the likelihood and the severity of 
any impact on individuals.  A DPIA does not have to eradicate the risks altogether, but 
should help to minimise risks and assess whether or not remaining risks are justified. 
 

1.4 DPIAs are a legal requirement for processing that is likely to be high risk.  But an 
effective DPIA can also bring broader compliance, financial and reputational benefit, 
helping you to demonstrate accountability and building trust and engagement with 
individuals. 
 

1.5 A DPIA may cover a single processing operation or a group of similar processing 
operations. A DPIA is not a one-off exercise and you should see it as an ongoing process, 
and regularly review it. 
 

2. When is a DPIA needed? 
 
2.1 You must do a DPIA before you begin any type of processing which is “likely to result in 

a high risk”.  This means that although you have not yet assessed the actual level of risk 
you need to screen for factors that point to potential for a widespread or serious impact 
on individuals. Examples of processing ‘likely to result in high risk’ are available on the 
ICO website.  

 
2.2 In particular, the GDPR says you must do a DPIA if you plan to: 
 

• Use systematic and extensive profiling with significant effects; 
• Process special category or criminal offence date on a large scale; or 
• Systematically monitor publicly accessible places on a large scale. 

 

mailto:infoassurance@worc.ac.uk
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/examples-of-processing-likely-to-result-in-high-risk/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/examples-of-processing-likely-to-result-in-high-risk/
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In addition, the ICO requires a DPIA if you plan to: 
 

• Use new technologies; 
• Use profiling or special category data to decide on access to services; 
• Profile individuals on a large scale; 
• Process biometric data; 
• Process genetic data; 
• Match data or combine datasets from different sources; 
• Collect personal data from a source other than the individual without providing 

them with a privacy notice (“invisible processing”); 
• Track individual’s location or behaviour; 
• Profile children or target marketing or online services at them; or 
• Process data that might endanger the individual’s physical health or safety in the 

event of a security breach. 
 
2.3 You should also think carefully about doing a DPIUA for any other processing that is 

large scale, involves profiling or monitoring, decides on access to services or 
opportunities, or involves special category data or vulnerable individuals. 

 
2.4 Even if there is no specific indication of likely high risk, it is good practice to do a DPIA 

for any significant new project involving the use of personal data.  This allows the 
University from an early point in the project to ensure that appropriate resource and 
support is available i.e. from IT and Procurement and to ensure that any data protection 
concerns are addressed and the appropriate privacy notices and advice put in place. 

 
3. How do we carry out a DPIA? 
 
3.1 A DPIA should begin early in the life of a project, before you start your processing, and 

run alongside the planning and development process.   
 
3.2 You should consult the Data Protection Officer as well as individuals and other 

stakeholders throughout the process.  You should consider consulting not only with 
relevant internal services such as IT and Procurement but also with those who may be 
affected by the proposed new processing.  This will enable you to establish what 
concerns an individual may have about the new processing and allow you to mitigate 
them. 

 
3.3 The DPIA should have the following steps: 
 

mailto:infoassurance@worc.ac.uk
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4. Do we need to consult individuals? 
 
4.1 You should seek the views of individuals (or their representatives) unless there is a good 

reason not to. 
 
4.2 In most cases it should be possible to consult individuals in some form.  However, if you 

decide that it is not appropriate to consult individuals then you should record this decision 
as part of your DPIA, with a clear explanation.  For example, you might be able to 
demonstrate that consultation would compromise commercial confidentiality, 
undermine security, or be disproportionate or impracticable. 

 
4.3 If the DPIA cover the processing of personal data of existing contacts (for examples, 

existing students and/or employees), you should design a consultation process to seek 
the views of those particular individuals, or their representatives. 

4.4 If the DPIA covers a plan to collect the personal data of individuals that you have not yet 
identified, you may need to carry out a more general public consultation process or 
targeted research.  This could take the form of carrying out market research with a certain 
demographic or contacting relevant campaign or consumer groups for their views. 
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4.5 If your DPIA decision is at odds with the views of individuals, you need to document your 

reasons for disregarding their views. 
 
4.6 If you are planning to use a data processor, you may need to ask them for information 

and assistance.  
 
4.7 You should consult all relevant internal stakeholders, in particular the Head of 

Information Security. 
 
4.8 You should also seek advice, where relevant, from: IT; Procurement; Legal; and the Ethics 

Committee. 
 
5. How do we assess necessity and proportionality? 
 
5.1 You should consider: 
 

• Do your plans help to achieve your purpose? 
• Is there any other reasonable way to achieve the same result? 

 
5.2 You should also include relevant details of the following: 
 

• Your lawful basis for processing (the Data Protection Officer can advise); 
• How you will prevent function creep; 
• How you intend to ensure data quality; 
• How you intend to ensure data minimisation; 
• How you intend to provide privacy information to individuals; 
• How you will implement and support individuals rights; 
• Measures to ensure your processors comply and have the appropriate contract; 

and 
• Safeguards for international transfers (if relevant).  

 
6. How do we identify and assess risks? 
 
6.1 Consider the potential impact on individuals and any harm or damage that might be 

caused by your processing – whether physical, emotional or material.  In particular look 
at whether processing could possibly contribute to: 

 
• Inability to exercise rights (including but not limited to privacy rights); 
• Inability to access services or opportunities; 
• Loss of control over the use of personal data; 
• Discrimination; 
• Identity theft or fraud; 

mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
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• Financial loss; 
• Reputational damage; 
• Physical harm; 
• Loss of confidentiality; 
• Reidentification of pseudonymised data; or 
• Any other significant economic or social disadvantage. 

 
6.2 You should include an assessment of security risks, including sources of risk and the 

potential impact of each type of breach (including illegitimate access to, modification of 
or loss of personal data). 

 
6.3 To assess whether the risk is a high risk, you need to consider both the likelihood and 

severity of the possible harm.  Harm does not have to be inevitable to qualify as a risk or 
a high risk.  It must be more than remote, but any significant possibility of very serious 
harm may still be enough to qualify as a high risk. Equally, a high probability of widespread 
but more minor harm might still count as high risk.  

 

 
 
6.4 You must make an ‘objective assessment’ of the risks.  You might find it helpful to consider 

the above matrix when thinking about likelihood and severity of risks.  You should also 
consider the University’s corporate risks, such as the impact on regulatory action, 
reputational damage or loss of public trust. 

 
7. How do we identify mitigating measures? 
 
7.1 Against each risk identified, record the source of the risk.  You should then consider 

options for reducing the risk.  For example: 
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• Deciding not to collect certain types of data; 
• Reducing the scope of the processing; 
• Reducing retention periods; 
• Taking additional technological security measures; 
• Training staff to ensure risks are anticipated and managed; 
• Anonymising or pseudonymising data where possible; 
• Writing internal guidance or processes to avoid risks; 
• Using a different technology 
• Putting clear data sharing agreements into place; 
• Making changes to privacy notices; 
• Offering individuals the chance to opt out where appropriate; or 
• Implementing new systems to help individuals to exercise their rights.  

 
The above is not an exhaustive list, and you may be able to devise other ways to help 
reduce or avoid the risks.  You should consult the Data Protection Officer for advice.  

 
8. How do we conclude the DPIA? 
 
8.1 You should then record: 
 

• What additional measures you plan to take; 
• Whether each risk has been eliminated, reduced or accepted; 
• The overall level of ‘residual risk’ after taking additional measures; and 
• Whether the University’s Data Protection Officer needs to consult the ICO. 

 
8.2 You do not always have to eliminate every risk.  You may decide that some risks, and even 

a high risk, are acceptable give the benefits of the processing and the difficulties of 
mitigation.  However, if there is still a high risk, the Data Protection Officer will need to 
consult the ICO before you can go ahead with the processing.  

 
8.3 As part of the sign off process you should ask the Data Protection Officer to advise on 

whether the processing is compliant and can go ahead.  If you decide not to follow their 
advice, you need to record your reasons.   

 
8.4 You should also record any reasons for going against the views of individuals or other 

consultees. 
 
9. What Next? 
 
9.1 You must integrate the outcomes of your DPIA back into your project plans.  You should 

identify any action points and who is responsible for implementing them and ensure they 
are followed through. 

mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
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9.2 You should monitor the ongoing performance of the DPIA.  You may need to cycle through 

the process again before your plans are finalised. 
 
9.3 If you have decided to accept a high risk, either because it is not possible to mitigate or 

because the costs of mitigation are too high, the Data Protection Officer will need to 
consult the ICO before you go ahead with the processing.   

 
9.4 You need to keep the DPIA under review, and you may need to repeat it if there is a 

substantial change to the nature, scope, context or purposes of your processing. 
 
9.5 The University may decide to publish the DPIA as part of its Publication Scheme and to 

aid transparency and accountability.  
 
 
 
10. Additional Information 
 
 ICO’s webpages on Data Protection Impact Assessments 
 
 ICO’s guidance to DPIAs 
 
 UCISA Privacy Impact Assessment Toolkit 
 
 University’s Data Protection Webpages 
 
 University’s Information Security webpages 
 
 IT Regulations 

 
  

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/
https://www.ucisa.ac.uk/PIAToolkit
https://www.worcester.ac.uk/informationassurance/data-protection.html
https://www.worcester.ac.uk/informationassurance/information-security.html
https://www.worc.ac.uk/ict/documents/IT_Regulations_v2.6.pdf
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Appendix 1 
 

 
 

DATA PROTECTION IMPACT ASSESSMENT (DPIA) FORM 
 

(A Word version of the form is available at on the University’s Data Protection Webpages) 
 
 

Step 1: Identify the need for a DPIA 
 

Explain broadly what the project aims to achieve and what type of processing it involves. 
You may find it helpful to refer or link to other documents, such as a project proposal. 
Summarise why you identified the need for a DPIA. 

 

 

  

https://www.worcester.ac.uk/informationassurance/data-protection-impact-assessments.html
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Step 2: Describe the processing 
 

Describe the nature of the processing: how will you collect, use, store and delete 
data? What is the source of the data? Will you be sharing data with anyone? You might 
find it useful to refer to a flow diagram or other way of describing data flows. What types 
of processing identified as likely high risk are involved? 

 

 

Describe the scope of the processing: what is the nature of the data, and does it 
include special category or criminal offence data? How much data will you be collecting 
and using? How often? How long will you keep it? How many individuals are affected? 
What geographical area does it cover? 
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Describe the context of the processing: what is the nature of your relationship with the 
individuals? How much control will they have? Would they expect you to use their data in this 
way? Do they include children or other vulnerable groups? Are there prior concerns over this 
type of processing or security flaws? Is it novel in any way? What is the current state of 
technology in this area? Are there any current issues of public concern that you should factor in? 
Are you signed up to any approved code of conduct or certification scheme (once any have been 
approved)? 
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Describe the purposes of the processing: what do you want to achieve? What is the 
intended effect on individuals? What are the benefits of the processing – for you, and 
more broadly?  

 

 

Step 3: Consultation process 
 

Consider how to consult with relevant stakeholders: describe when and how you 
will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you 
need to involve within your organisation? Do you need to ask your processors to assist? 
Do you plan to consult information security experts, or any other experts? Have you 
consulted a cross section of individuals’ whose data you plan to process? 
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Describe feedback from the consultation and in particular any negative or 
contrary feedback to the proposal. How will the concerns raised by addressed and 
mitigated? 

 

 

Step 4: Assess necessity and proportionality 
 

Describe compliance and proportionality measures, in particular: what is your 
lawful basis for processing? Does the processing actually achieve your purpose? Is there 
another way to achieve the same outcome? How will you prevent function creep? How will 
you ensure data quality and data minimisation? What information will you give 
individuals? How will you help to support their rights? What measures do you take to 
ensure processors comply? How do you safeguard any international transfers? 
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Step 5: Identify and assess risks 
 

Describe source of risk and nature of potential 
impact on individuals. Include associated compliance 
and corporate risks as necessary.  

Likelihood 
of harm 

Severity 
of harm 

Overall 
risk  

 Remote, 
possible or 
probable 

Minimal, 
significant 
or severe 

Low, 
medium 
or high 
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Step 6: Identify measures to reduce risk 
 

Identify additional measures you could take to reduce or eliminate risks 
identified as medium or high risk in step 5 

Risk  Options to reduce or 
eliminate risk 

Effect on 
risk 

Residual 
risk 

Measure 
approved 

  Eliminated 
reduced 
accepted 

Low 
medium 
high 

Yes/no 



17 
 

 

Step 7: Sign off and record outcomes 
 

Item  Name/date Notes 

Measures approved by:  Integrate actions back into 
project plan, with date and 
responsibility for completion 

Residual risks approved 
by: 

 If accepting any residual high 
risk, Data Protection Officer to 
consult the ICO before going 
ahead 

Data Protection Officer 
advice provided: 

 DPO should advise on 
compliance, step 6 measures 
and whether processing can 
proceed 

Summary of Data Protection Officer advice: 

Data Protection Officer 
advice accepted or 
overruled by: 

 If overruled, you must explain 
your reasons 

Comments: 

Consultation responses 
reviewed by: 

 If your decision departs from 
individuals’ views, you must 
explain your reasons 

mailto:infoassurance@worc.ac.uk
mailto:infoassurance@worc.ac.uk
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Comments: 

This DPIA will be kept 
under review by: 

 The DPO should also review 
ongoing compliance with DPIA 
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