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SUMMARY SHEET  
 

 

ISA Ref:  
Status Draft 1.1 
 

PURPOSE 
To set out the terms under which information may be shared between 
West Mercia Police and University of Worcester in order to communicate 
information regarding crime and disorder, and anti-social behaviour. 

 
PARTNERS West Mercia Police  

University of Worcester 
 

 
Date agreement comes into 
force: 

01 September 2017 

 
Date of Agreement Review: To be reviewed 6 months after its implementation 

and yearly thereafter. 
 

Agreement Owner: West Mercia Police 
 

Agreement Drawn up by: C/Inspector James Baker 
West Mercia Police 

 

Location of Agreement in 
Force: 

HQ Registry 
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Information Sharing Agreement 
 
 

West Mercia Police and University of Worcester 
Information Sharing Agreement 

 
 
Partners involved: 
 
West Mercia Police 
University of Worcester  
 
Date implemented: 01 September 2017 
 
 
1 Purpose of this Information Sharing Agreement 
 
1.1 Whilst West Mercia Police will continue to be responsible for the 

enforcement of the criminal law it is widely recognised that a close 
working relationship with key individuals and organisations within a 
community can have a substantial impact by preventing crime and 
reducing the fear of crime within that community.   

 
1.2 This agreement recognises that the University of Worcester has 

adopted an established process for maintaining acceptable behaviour 
levels of its students, thereby dealing with low level crime and disorder 
by its students.  This process can seek to serve both as an effective 
method of prevention as well as a proportionate response to actions 
that may transgress the criminal law. The agreement will create 
opportunities for the partners to exchange information and intelligence 
and work together in a problem solving framework to reduce, crime, 
disorder and anti-social behaviour. 

 
1.3 This Agreement for such information and exchange should be 

positively promoted, and made freely available within the partner 
organisations.  

  
1.4 The purpose of this protocol is to document a procedure for the formal 

exchange of information in order to communicate information regarding 
crime and disorder, and anti-social behaviour which is compliant with 
the Data Protection Act 1998 and the Human Rights Act 1998. 

 
1.5 This protocol does not create a legal obligation on the Chief Constable 

of West Mercia Police to disclose any information. Information will only 
be disclosed, when it is lawful to disclose such information and which 
they may in their absolute discretion think fit.  

 
2.0 Legal Basis  
 
2.1 Police Act 1996 
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The Police Act 1996 gives a constable certain powers.  Section 30(1) 
gives constables all the powers and privileges of a constable 
throughout England and Wales and Section 30(5) defines these powers 
as powers under any enactment when ever passed or made.  These 
powers include the investigation and detection of crime, apprehension 
and prosecution of offenders, protection of life and property and 
maintenance of law and order.  Under the Police Reform Act 2002, the 
Chief Constable can delegate certain powers to police staff. 

 
2.2     The Crime and Disorder Act 1998  
 

Section 115(a) of the Crime and Disorder Act 1998 confers a power on 
any person to disclose information to a relevant authority (which are the 
police, local authority, health authority and probation service or s115(b) 
to any other person acting on behalf of such authority, which is 
necessary or expedient to help implement the provisions of the Act, 
which include contributing to local strategies to reduce crime and 
disorder, seeking anti-social behaviour orders and consultation prior to 
seeking such orders. 
 
The University is not included as a relevant authority under the Crime 
and Disorder Act 1998 however the University has identified the 
following objectives to reduce crime and disorder: 

  
• To assist strategic and tactical planning to disrupt criminal activity 
• Improve profiling of crime and disorder activity to allow a more effective 

targeting of resources 
• Enhance inter-agency relationships 
• Monitor ASB incidents to reduce their potential impact on the local 

community. 
  
In order to support these objectives and to ensure that students are 
aware of the University’s position on such matters the University will: 

 
• Ensure that all students are aware that it works in partnership with the 

Force to achieve the objectives identified above.  This will be achieved 
by a joint presentation by the University Security staff and the police 
during the students’ induction week. 

 
• Ensure that all students are aware that they will take appropriate 

disciplinary action against any student who is involved in or convicted 
of crime or disorder incidents. 

 
2.3 Localism Act 2011 
 

The Localism Act 2011 provides a general power of competence for 
local authorities.  Part 1, chapter 1, section 1 states subject to 
prescribed limitations including compliance with pre-existing legislation: 
“(1) A local authority has power to do anything that individuals generally 
may do. 
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…(4)(c) …for… the benefit of the authority, its area or persons resident 
or present in its area.” 
The local authority is empowered to share information, if it believes that 
there is reasonable justification to do so for the benefits of the area, 
residents and communities. The sharing of information proposed is 
justified because it assists practitioners to design and deliver timely 
interventions for individuals and families. This provides benefits to 
those individuals and families, by improving the services that they 
receive and benefits the wider community by using public resources in 
the most efficient and effective way possible. 
The Localism Act places limits on the use of the general power of 
competence by requiring that it is exercised within the limits of pre-
existing legislation.  Any sharing of information undertaken under this 
power must therefore still comply with the Data Protection Act 1998 
and the Human Rights Act 1998 for example. 

                  
2.4 Human Rights Act 1998 (HRA) 
 
2.4.1  The Human Rights Act applies to all public authorities which include the 

police and it is widely accepted that universities may be a public body 
for the purposes of the HRA at least as hybrid bodies, for example in 
respect of their public functions. Both parties to this agreement 
endeavour to ensure that the principles of the Human Rights Act are 
enshrined in their actions. 

 
2.4.2 The Human Rights Act 1998 has been considered with regard to this 

agreement.  Proportionality has been identified as the key to Human 
Rights compliance.  This means striking a fair balance between the 
rights of the individual and those of the rest of the community.  There 
must be a reasonable relationship between the aim to be achieved and 
the means used. 

 
2.4.3 Article 8 of the Human Rights Act 1998 states that everyone has the 

right to respect for his private and family life, his home and his 
correspondence and that there shall be no interference by a public 
authority with this right except as in accordance with the law: - 
•    In the interests of national security 
•    Public safety 
•    Economic well being of the country 
•    The prevention of crime or disorder 
•    The protection of health or morals 
•    The protection of the rights or freedoms of others 

 Any disclosure must therefore be covered by one of these categories. 
 

2.5 Data Protection Act 1998 
 
 The use and disclosure of personal information must be in compliance 

with the Data Protection Act 1998 and this ISA has been written taking 
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into account compliance with this Act and its principles.  See Appendix 
C.  

 
2.6 Equality  
 

Equality issues have been considered with regard to this agreement. 
Adherence with this policy will therefore ensure compliance with 
Equality and Diversity legislation and internal Equality and Diversity 
policies. 

 
3   Extent and type of information to be shared 
 
3.1 University to the Police 
 
3.1.1 The University has a legal basis under the Crime and Disorder Act 

1998 to pass to the Police any information which comes into its 
possession which it believes will assist the Police to carry out their 
functions under the Crime and Disorder Act.  

 
3.1.2 In addition, any information which is passed to the Police on a case by 

case basis in order to enable the Police to fulfil their statutory 
obligations as identified in the Police Acts and in common law, to 
prevent and detect crime and to apprehend and prosecute offenders 
may be exempt from the non-disclosure provisions of the Data 
Protection Act 1998 by section 29(3) where failure to do so would 
prejudice the enquiry.   

 
3.1.3 University staff gathering information and intelligence will submit this to 

the relevant University contact Security Manager or Security Services 
Manager. 

 
3.1.4 Once personal information has been disclosed to the Police in 

accordance with the above, the University of Worcester is no longer the 
Data Controller and the Chief Constable becomes the owner of that 
personal information and takes responsibility for compliance with the 
Data Protection Act 1998 

 
3.2 Police to the University 
 
3.2.1 As the University are not included within the Crime and Disorder Act 

1998 as a relevant authority, there is no power under section 115 to 
disclose information to them for the purposes of the reduction of crime 
and disorder. There are however, a number of circumstances in which 
information can lawfully be disclosed.  

 
3.2.2 When the University is a victim of crime.   
 

Under the Victims Code 2006, the Police are required to keep a victim 
of crime updated in relation to the progress of an investigation and to 
provide the name and address of an offender (once that individual has 
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been convicted, or has accepted a caution, final warning or a 
reprimand) so that the victim may take action to recover compensation.   

 
3.2.3 When a crime is committed on University property or the victim is 

student at the University   
 

In these circumstances, if the officer in the case (OIC) believes that the 
University may have information or be able to provide assistance which 
will assist in the investigation, eg CCTV footage may be able to identify 
the suspect, etc., the OIC may disclose to the University any 
information which is required in order for the University to provide the 
necessary assistance as they would to any other 
individual/organisation. 
 
There is no legal basis to update the University on the 
progress/outcome of the investigation although if a case is going to 
court there is no reason why the University could not be told the date of 
the court hearing if they wished to attend. 
 
Under the Victim’s Code 2006, the victim will be updated by the Police 
not the University. 
 
No details about a victim will be disclosed to the University without the 
victim’s consent.  If the victim is unable to communicate and is believed 
to be a student at the University and there is a need to contact next of 
kin, their name and date of birth should be supplied to the University 
which should disclose next of kin contact details to the police.  

 
3.2.4 When a student has been convicted, accepted a caution, final warning, 

reprimand or Fixed Penalty Notice 
 

There is no lawful basis to pass details of students who have been 
arrested or convicted of offences to the University.   
 
In exceptional circumstances where a series of offending by a student 
has been identified consideration will be given to disclosing information 
to the University in order that additional steps can be taken to prevent 
further offending.  This will be discussed with the student prior to any 
disclosure.  An example of this is where a student living in a rented 
accommodation is repeatedly causing anti-social behaviour to the 
neighbours as the University can require the student to live in the Halls 
of Residence on the campus where their actions can be closely 
monitored.  

 
3.2.5 When a member of staff, student or other individual is a 

suspect/offender 
 

The Force will not disclose details of suspects unless they present a 
significant risk to other individuals or it is necessary to do so in order to 
locate them.   
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If, during the course of an investigation, it becomes apparent that the 
activities of a suspect gives rise to concern regarding the health and 
safety of other individuals, subversive or criminal activity the parties will 
share such information as is necessary to progress the investigation.   
 
If, during the course of an investigation, it becomes apparent that a 
suspect is likely to commit further crimes against the University or 
members thereof, the OIC should carry out a risk assessment and 
document what information it is necessary to disclose for the purpose 
of preventing further crimes or protecting vulnerable individuals, 
authorisation should be obtained from a supervisory officer. 
 
For all of the above, the OIC should carry out a risk assessment and 
document what information it is necessary to disclose for the purpose 
of preventing further crimes or protecting vulnerable individuals, 
authorisation should be obtained from a supervisory officer. 
 
Note  
Most employees of a University are not subject to an enhanced vetting 
check through the Disclosure and Barring Service (DBS) and therefore 
are not included within the list of Notifiable Occupations. (These are 
occupations where the Police Vetting and Disclosure Unit will 
proactively disclose details when one of their employees receives a 
conviction, caution, etc.).  There is therefore no legal basis outside of 
the process of Notifiable Occupations for the disclosure of information 
relating to convictions, cautions, etc incurred by members of staff apart 
from as specified above. 
  

3.2.6 Victim, Complainant and Witness Details  
No details of victims or witnesses will be released to the University 
without their specific consent 
 

3.2.7 Road Traffic Collisions (RTC)  
If a victim involved in an RTC is a student they should be asked if they 
wish the University to be informed and no disclosure should be made 
without the victim’s consent. 
 
If the victim is unable to communicate and is believed to be a student at 
the University and there is a need to contact next of kin, their name and 
date of birth should be supplied to the University which should disclose 
next of kin contact details to the police.  
 

3.2.8  Once personal information has been disclosed to the University in 
accordance with the above, with the exception of photographs or CCTV 
footage, the Chief Constable is no longer the Data Controller and the 
Data Controller for the University becomes the owner of that personal 
information and takes responsibility for compliance with the Data 
Protection Act 1998. 
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3.3   Alternative disposals relating to low level offences or anti social 
behaviour 
 
Where a student has been spoken to in relation to low level offences or 
anti social behaviour, by the Police and a decision has been taken 
[following consultation with the victim] that the most proportionate 
course of action is to refer the matter to the University Liaison Officer 
so that the matter can be dealt with under the appropriate disciplinary 
procedures, the individual should be advised of the proposed course of 
action and give their consent to the disclosure. Should the individual 
decline to accept this course of action as an alternative to official police 
disposal processes further consideration should be given to dealing 
with the matter accordingly. 
 
A record of the event and the decision and actions taken should be 
recorded in the officer’s pocket notebook and on the crime record. 

 
4 How information shared under this agreement may be used  
 
4.1    The information shared between the organisations may be used: - 
 

• To identify, target and challenge individuals where information or 
intelligence suggests offences or antisocial behaviour are being 
committed. 

• To identify target areas and locations where offences or antisocial 
behaviour are prevalent, or where intelligence suggests targeted 
activity will reduce the instance of crime, disorder or antisocial 
behaviour occurring. 

 
5 Recording of Information  
 

The Police are required to keep a record of all information shared 
under this agreement in accordance with the Management of Police 
Information (MOPI); this should be on the Q Drive or the crime report 
as appropriate.   

 
Information received from the University by the police must be 
recorded, evaluated and actioned in accordance with MOPI.  

 
6 Appropriate Security Levels 
 
6.1 Any information shared by any partner should be protectively marked in 

accordance with the Government Protective Marking System prior to 
disclosure and each partner should handle, transmit, store and dispose 
of that information only in accordance with that system. (See Appendix 
A)  

 
 6.2 To supplement Appendix A, the following general security rules will 

apply to any data shared under this agreement: - 
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• Computer stored information will be password protected, and 
manual records will be in secure cabinets and/or pocketbooks. 

• Telephone transfer of information between partners will only be 
undertaken after verification of identity. 

• The information must be retained in a private secure area, not 
accessible to unauthorised persons.  

• The information will be provided to the relevant Liaison Officer 
whenever it is deemed necessary by the Police. 

• Locked cabinets must be used to store any photographs, 
information and other intelligence supplied by West Mercia Police. 

• The information must not be displayed publicly, nor will it be 
duplicated or further distributed to any unauthorised personnel or 
other organisation outside the agreement. 

• Any decision to grant access to information to persons working 
within University of Worcester will only be made by the University 
Liaison Officer, and in accordance with this agreement.  

• Copyright and ownership of the information remain vested in the 
Chief Constable. 

 
7      Complaints and Breaches of Confidentiality 

 
7.1 Disciplinary procedures according to organisational policy within each 

partner agency will be implemented if there are breaches of 
confidentiality.  If a criminal offence is suspected, this will be referred to 
the police for investigation.  

 
The designated liaison officers and the Information Security Officers 
within each organisation must be notified of any complaints or 
breaches of confidentiality regarding information shared under this 
agreement as soon as a breach is identified.  
 
PARTNER LIAISON OFFICER SECURITY OFFICER 

West Mercia Police Information Compliance 
Manager (Data 
Protection officer)  

Information Security 
Officer 

University of Worcester  
Security Manager 
 

 
Security Service 
Manager  
 

 
 
8       Indemnity 
 
8.1 Each Party will keep each of the other Parties fully indemnified against 

any and all costs, expenses, claims and liabilities arising out of any 
breach of this agreement and in particular, but without limitation, the 
unauthorised or unlawful access, loss, theft, use, destruction or 
disclosure by the offending Party or its sub-contractors, employees, 
agents or any other person within the control of the offending Party of 
any data obtained in connection with this agreement. 
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As one party is the West Mercia Police the recipients of this indemnity 
are the Office of the Police Crime Commissioner, Office of the Chief 
Constable, the Police Crime Commissioner and the Chief Constable's 
officers, employees, former officers and employees, servants and 
agents. 

 
8.2    Except where any limitation is proscribed by law such as but not limited 

to death or personal injury resulting from negligence (for which there 
shall be no limit), the maximum total aggregate liability of any Party to 
the other Party for loss and damage under or in connection with this 
Agreement or its subject matter due to that Party’s breach, tort (including 
negligence), breach of statutory duty or otherwise howsoever arising 
shall not exceed five million UK pounds [£5,000,000.00]. 

 
9 Freedom of Information Act 2000 (FOIA) 

 
Partners will publish this ISA on their web sites. 
 

10 Requests for Disclosure of Information received under this ISA 
 

All recorded information held by public sector agencies is subject to the 
provisions of the Freedom of Information Act 2000 and the Data 
Protection Act 1998.  While there is no requirement to consult with third 
parties under FOIA, the parties to this ISA will consult the party from 
whom the information originated prior to disclosure and will consider 
their views to inform the decision making process.  

 
11 General Operational Guidance 
 
11.1 Review and Weeding - when no longer relevant, information will be 

destroyed by the party holding the information in accordance with their 
confidential waste disposal policy. 

 
11.2 Resource implications – the operational arrangements of this 

agreement will be contained within the existing resource limits of both 
agencies. 

 
12     Review of Information Sharing Agreement 
 
12.1 It will be the responsibility of West Mercia Police to review this 
 agreement after six months and then every year unless a need for a 
 review is highlighted by one of the parties. 
 
13     Compliance with the ISA 
 
13.1 All data exchanged between West Mercia Police and University of 

Worcester for the purposes of this agreement will be in accordance 
with legislative provisions and this agreement. 

 
14       Closure/Termination of Agreement 
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14.1 Liaison officers for each organisation can terminate this agreement at 
any time by written notice which should be 40 working days.  

 
15 Signatories 
 
15.1 This agreement is signed on behalf of the partner organisations as 
follows:- 
 
 Signature:  

 
Name:  

  
Position:    
 

 Organisation: West Mercia Police 
 
 Date: 
 
  
 
 

Signature:  
 

Name:  Thomas Taylor 
  

Position:  Assistant Director Security & Operations 
  

Organisation: University of Worcester 
 
 Date:  14 / 02 / 18 
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         Appendix A 

 
Government Protective Marking Scheme 

Handling Rules Regarding Protectively Marked Material 
      

Any information which relates to identifiable individuals or which may disclose current 
investigations or investigative techniques should be classified as "Restricted" and 
handled as instructed below. 
 
If the information about an individual is such that disclosure of the information would 
be likely to cause a risk to the safety of the individual or if the investigation is covert 
this should be classified as "Confidential" and handled as instructed below. 
 

 
YOUR ACTION 

 
RESTRICTED 

 
CONFIDENTIAL 

 
Storage of papers Protected by one barrier, e.g. 

a locked container within a 
secure building/room 

Protected by two barriers e.g. 
a locked container in a locked 
room, within a secure building 

Disposal of papers 
 

Use secure waste sacks. 
 
Keep secure when left 
unattended 
 

Downgrade by tearing into 
small pieces and place in 
secure waste sacks, or use a 
cross cut shredder. 
 
Keep secure when left 
unattended 

Disposal of magnetic media 
 

Securely destroy 
 
All types of discs – dismantle 
and destroy by disintegrating, 
pulverising, melting or 
shredding then dispose with 
normal waste/recycling 
following destruction. 
 

Securely destroy 
 
All types of discs – dismantle 
and destroy by disintegrating, 
pulverising, melting or 
shredding then dispose with 
normal waste/recycling 
following destruction. 
 

Movement within 
organisation via internal 
dispatch 
 

In a sealed envelope with 
protective marking shown. 
 
A transit envelope may be 
used if sealed with a security 
label. 

In a new sealed envelope with 
protective marking shown 
Transit envelopes must not 
be used. 
Return address on outer 
envelope 

 
Movement between partner 
agencies 

 
By post or courier in a sealed 
envelope. 
 
Do not show protective 
marking on the envelope. 

 
By post or courier 
Double enveloped and both 
fully addressed. 
 
Protective marking shown on 
inner envelope only. 
 
Return address on outer 
envelope. 
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Radio not ‘Airwave’ Radio networks are 
continually monitored.  
 
Care should be taken when 
disclosing information of a 
sensitive or personal nature 
and if not operationally urgent 
another means of 
communication must be 
sought. 

Only if operationally urgent. 
 
Use guarded speech and 
keep conversation brief. * 

Pager systems Not to be used. Not to be used. 
 

Fax Check recipient is on hand to 
receive.  
 
Send cover sheet first and 
wait for confirmation before 
sending. 

Use secure fax machine only. 

 

• If organisations do not find it possible to apply the appropriate security this should 
be discussed with the originator. 

 
 
 
 
 

YOUR ACTION 

 
 
 
 
 

RESTRICTED 

 
 
 
 
 

CONFIDENTIAL 
 

Organisation Data Network May be used if network has 
been accredited to 
‘Restricted’. 
 
Your IT dept should be able 
to advise 

May be used in conjunction 
with CESG Enhanced Grade 
Encryption. 

Email between partners Only to emails using PNN, 
GSI, CJSM or MOD secure 
addressing conventions. 
 
Remember emails to any 
other address are no more 
secure than writing the 
information on a postcard. 

Not to be used. 

Removable media, USB, etc Must be owned by the 
employer and encrypted with 
the encryption approved by 
the Force IT department.  No 
personally owned removable 
media is to be used. 
 

Not to be used 

Internal and public telephone 
network 

May be used. Only if operationally urgent. 
 
Use guarded speech and 
keep conversation brief. 

Mobile telephone (voice and 
text) 

Digital cell phones may be 
used. 
 
Only use analogue cell 
phones if operationally 
urgent, use guarded speech 
and keep conversation brief. 

Digital cell phones may be 
used but only if operationally 
urgent 
 
Use guarded speech and 
keep conversation brief. 

WAP telephones Not to be used. Not to be used. 
 



                         Not Protectively Marked                    September 2017 
______________________________________________________________ 

Not Protectively Marked 14 

 
Appendix B 

 
LEGAL BASIS FOR INFORMATION EXCHANGE 

 

This Information Exchange Agreement has been developed to achieve the 

purposes/objectives as set out in Section 2. It is the intention that all aspects 

of information exchange and disclosure relating to this Agreement shall 

comply with relevant legislation that protects personal data. The following 

table identifies statutory gateways for information exchange which apply to the 

partner agencies for the purpose of this agreement. 

 

Lawful Information Sharing 
 

Organisation 

 
Crime & Disorder Act 1998  115(1)  
 
Any person who, apart from this subsection, would not have 
power to disclose information- 
 
(a) to a relevant authority; or 
 
(b) to a person acting on behalf of such an authority, 
 shall have power to do so in any case where the 
 disclosure is necessary or expedient for the purposes  
 of any provision of this Act. 

 
Police Service 
Police Authority 
Health Authority 
Local Authority 
Probation Trust 
PCT 
Local Probation Board in 
England and Wales 
A person registered under 
section 1 of the Housing Act 
1996 as a social landlord; 
 

 
Common Law 
 
Is law developed by custom and general agreement which is 
not enshrined in statute but never the less gives the police a 
duty to investigate crimes.  
 

 
Police Service 

 
The Police Act 1996 
 
The Police Act (1996) gives a Constable certain powers.  The 
police have a general common law power to disclose 
information for policing purposes, usually for one or more of 
the following purposes: 
 

• prevention and detection of crime 
 
• apprehension and prosecution of offenders 

 
Police service 
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• protection of life and property and assisting the public 
 

This allows the disclosure of identifiable information on a 
case-by-case basis for these purposes subject to appropriate 
safeguards. 
 

 
Immigration and Asylum Act 1999   
 
Section 20 provides for a range of information sharing for the 
purposes of the Secretary of State:  
 
• to undertake the administration of immigration controls 

to detect or prevent criminal offences under the 
Immigration Act 

 
• to undertake the provision of support for asylum seekers 

and their dependents. 
 

 
Immigration Service 
 
Police 

 
Criminal Justice Act 2003 
 
Section 325 of this Act details the arrangements for 
assessing risk posed by different offenders.  The “responsible 
authority “ in relation to any area, means the chief officer of 
police, the local probation board and the Minister of the 
Crown exercising functions in relation to prisons, acting 
jointly. 
 
The responsible authority must establish arrangements for 
the purpose of assessing and managing the risks posed in 
that area by relevant sexual and violent offenders; and other 
persons who by reason of offences committed by them are 
considered by the responsible authority to be persons who 
may cause serious harm to the public (this includes children). 
 
In establishing those arrangements, the responsible authority 
must act in co-operation.  Co-operation may include the 
exchange of information. 
 
 
 

 
Youth Offending Team  
Ministers of the Crown, 
(exercising functions in 
relation to social security, 
child support, war pensions, 
employment and training) 
Local education authority 
Local Housing Authority. 
Social Services  
Registered Social Landlords 
(who provide or manage 
residential accommodation). 
Health Authority or Strategic 
Health Authority 
Primary Care Trust, Local 
Health Board or NHS Trust. 
Every person who is 
designated by the Secretary 
of State as a provider of 
electronic monitoring 
services. 
 

 
 
ASB Act 2003 
 
Anti-social Behaviour is a Home Office priority as it impinges 
on the quality of life for communities.  Behaviours that fall into 
this category include vandalism, graffiti, youth nuisance, 

 
Police Service 
Police Authority 
Health Authority 
Local Authority 
Probation Trust 
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abandoned cars, noisy neighbours and litter, including drug 
and alcohol related paraphernalia.   
 

PCT 
Local Probation Board in 
England and Wales 
A person registered under 
section 1 of the Housing Act 
1996 as a social landlord; 
 

  
 
The Protection from Harassment Act 1997 
 
Gives specific powers and guidance in respect of harassment 
and putting or seeking to put another in fear of violence. It 
also includes breaches of civil injunctions or restraining 
orders. 

 
Local Authority 
Police 
Probation. 

 
Police and Justice Act 2006 
 
Provides a statutory duty to disclose non personal data to 
other Section 115 relevant authorities and goes on to 
specifically exclude any personal data from the duty to 
disclose. This was legislated for in SI 1831 of 2007 The 
Crime and Disorder Act (Prescribed Information ) Regulations 
2007 
 

 
 
 
Police 
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Appendix C 
 
The legal basis that underpins this relationship and the requisite duties and 
powers to facilitate the lawful sharing of appropriate information between 
partners is taken from Principles I - 8 of the Data Protection Act 1998. Where 
all 8 principles are satisfied, the sharing of information will be lawful. Therefore 
the requirements of each principle together with how the partners to this 
arrangement will meet them are summarised below. 
 
First Principle 
 
First Principle Requirements of 
Lawfully 
and Fairly 

How will partners satisfy these 
requirements? 

DUTY OF CONFIDENCE 
Confidentiality arising from the 
relationship of the data controller with the 
data subject. This provision restricts the 
data controller from using the information 
for a purpose other than that for which it 
was provided. 

All parties to this agreement will have 
notified the Information Commissioner of 
their holding data under the purpose of 
“Crime Prevention and Prosecution of 
Offenders”. All disclosures within this 
agreement will be for this purpose. 
 
Partners will proactively communicate to 
individuals and the community at large 
that this sharing takes place and will deal 
with any specific requests for information 
not to be shared on a case by case 
basis. 
 

ULTRA VIRES RULE 
The ultra vires rule and the rule relating 
to the excess of delegated powers under 
which the data controller may only act 
within the limits of its legal powers, 

The partners are relying upon the vires 
provided by the legislation identified in 
section 2 of this agreement to share 
information with the partner 

LEGITIMATE EXPECTATION 
Legitimate expectation, that is, the 
expectation of the individual as to how 
the data controller will use the 
information relating to him, 

It is argued that where an individual is 
the subject of any of the sharing activities 
listed in this agreement, that individual 
must reasonably expect that agencies 
involved with supporting crime and 
disorder prevention will share information 
required to effectively tackle that 
behaviour.  
 
Partners will proactively communicate to 
individuals and the community at large 
that this sharing takes place. 

HUMAN RIGHTS 
Article 8 of the European Convention on 
Human Rights (the right to respect for 
private and family life, home and 
correspondence). There shall be no 
interference by a public authority with the 
exercise of this right except such as is in 
accordance with the law and is 
necessary in a democratic society in the 

The purposes for which the defined 
datasets are being shared will always 
satisfy one or more these conditions in 
particular the sharing of information for 
tackling crime and disorder will contribute 
to its prevention, support public safety 
and protect the rights and freedoms of 
others. 
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interests of national security, public 
safety or the economic well-being of the 
country for the prevention of disorder or 
crime, for the protection of health or 
morals, or for the protection of the rights 
and freedoms of others". 
FAIR PROCESSING 
When data are obtained from data 
subjects the data controller must ensure, 
so far as practicable that the data 
subjects have, are provided with, or have 
made readily  available to them, the 
following information :- 
(a) the identity of the data controller 
(b) if the data controller has nominated a 
representative for the purposes of the 
Act, the identity of that representative 
(c) the purpose or purposes for which the 
data are intended to be processed 
(d) any further information which is 
necessary taking into account the 
Specific circumstances in which the data 
are or are to be processed to enable 
processing in respect of the data subject 
to be fair. 

It is argued that where an individual is 
the subject of any of the sharing activities 
listed in this agreement, that individual 
must reasonably expect that agencies 
involved with supporting crime and 
disorder prevention will share information 
required to effectively tackle that 
behaviour. 
 
Partners will proactively communicate to 
individuals and the community at large 
that this sharing takes place. 
 

First Principle Requirements to satisfy 
conditions in Schedule 2 Data Protection 

Act 1998 
(all personal data) 

How will partners satisfy these 
requirements? 

LEGAL OBLIGATION 
The processing is necessary to comply 
with any legal obligation to which the 
data controller is subject, other than an 
obligation imposed by contract. 
 

Section 17 Crime and Disorder Act 1998. 
imposes a legal obligation upon the 
Police to exercise their functions with 
regard to the effect on, and to do all that 
they reasonably can, to prevent crime 
and disorder in their area. The sharing of 
the information proposed amongst 
partners to this arrangement will be in 
line with the requirements of this 
legislation. 
 
This is further supplemented by Section 
1E of the Crime and Disorder Act 1998 
(as amended by section 66 of the Police 
Reform Act 2002). 
This requires consultation between 
relevant agencies to share Information in 
support of anti-social behaviour order 
applications. 
 

EXERCISING LEGAL FUNCTIONS - 1 
The processing is necessary for the 
exercise of any functions conferred by or 
under any enactment. 

Section 115 (a) and (b) of the Crime and 
Disorder Act 1998 empowers any person 
to disclose information, where necessary 
or expedient for the purposes of the Act, 
to a chief officer of police, a police force, 
local authorities, probation service or 
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health authority, or to a person acting on 
their behalf. The disclosure of information 
for every category mentioned within this 
Agreement is in order to prevent crime 
and disorder. 

LEGITIMATE INTERESTS Sch2 s6(1) 
The processing is necessary for the 
purpose of legitimate interests Pursued 
by the data controller or by the third party 
or parties to whom the data are 
disclosed.......- 
 
 

The Police and local authority as 
members of the Community Safety 
Partnership have a legitimate shared 
interest in the reduction of crime and 
disorder. These are reflected in the 
Community Safety Partnership Strategic 
Assessment and Delivery Plan. 
 
The University has identified the 
following objectives to reduce crime and 
disorder: 
• To assist strategic and tactical 

planning to disrupt criminal activity 
• Improve profiling of crime and disorder 

activity to allow a more effective 
targeting of resources 

• Enhance inter-agency relationships 
• Monitor ASB incidents to reduce their 

potential impact on the local 
community. 

 
PUBLIC FUNCTIONS 
For the exercise of any other functions of 
a public nature exercised in the public 
interest. 

Partners to this agreement are working 
together to exercise the public functions 
outlined in this document. It is clearly in 
the public interest to prevent crimes and 
anti-social behaviour activities, supported 
by the types of sharing described within 
this document. 
 

First Principle Requirements to satisfy 
conditions in Schedule 3 Data Protection 

Act 1998 
(sensitive personal data) 

How will partners satisfy these 
requirements? 

VITAL INTERESTS 
The processing is necessary: 
(a) in order to protect the vital interests of 
the data subject, or another person, in a 
case where: 

(i) consent cannot be given by, 
or 

(ii) on behalf of the data subject, 
or the data controller cannot 
reasonably be expected to 
obtain the consent of the data 
subject, or 

(b) in order to protect the vital interests of 
another person, in a case where consent 
by or on behalf of the data subject has 
been unreasonably withheld. 
 

The Police Act 1996 gives a Constable 
powers that include the investigation and 
detection of crime, apprehension and 
prosecution of offenders, protection of life 
and property and maintenance of law 
and order. 
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ADMINISTRATION OF JUSTICE or 
EXERCISE OF A FUNCTION 
7 (1) the processing is necessary  - 
(a) for the administration of justice,  
(b) for the exercise of any functions 
conferred on any person by or under an 
enactment. 

The Police are under a legal obligation 
imposed by Section 17 Crime and 
Disorder Act 1998. This imposes a duty 
upon the Police to exercise their 
functions with regard to the effect on and 
to do all that they reasonably can to 
prevent crime and disorder in their area. 
The sharing of the information proposed 
amongst partners to this arrangement will 
be in line with the requirements of this 
legislation. 
 
Section 115 (a) and (b) of the Crime and 
Disorder Act 1998 empowers any person 
to disclose information, where necessary 
or expedient for the purposes of the Act, 
to a chief officer of police, a police force, 
local authorities, probation service or 
health authority, or to a person acting on 
their behalf. The disclosure of information 
for every category mentioned within this 
Agreement is in order to prevent crime 
and disorder. 

Data Protection (Processing of Sensitive 
Personal Data) Order SI 2000 No 417 
1 (1) The processing – 
(a) is in the substantial public interest: 
(b) is necessary for the purposes of the 
prevention or detection of any unlawful 
act; and 
(c) must necessarily be carried out 
without the explicit consent of the data 
subject being sought so as not to 
prejudice those purposes. 
 

Processing under this order will only be 
undertaken in circumstances where it is 
“in the substantial public interest” e.g. in 
order to protect public safety or 
vulnerable people. 

Data Protection (Processing of Sensitive 
Personal Data) Order SI 2000 No 417 
10 The Processing is necessary for the 
exercise of any functions conferred on a 
constable by any rule of law 

The Police Act 1996 gives a Constable 
powers that include the investigation and 
detection of crime, apprehension and 
prosecution of offenders, protection of life 
and property and maintenance of law 
and order. 
 

 
Second Principle 
 

Second Principle Requirements How will partners satisfy these 
requirements? 

Personal data shall be obtained only for 
one or more specified and lawful 
purposes and shall not be further 
processed in any manner Incompatible 
with that purpose or those purposes. 

The information is being shared for 
Crime and Disorder reduction, Since this 
is the reason behind its original collection 
the sharing is compatible with the 
Purposes for which it was originally 
collected. 
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Third Principle 
 

Third Principle Requirements How will partners satisfy these 
requirements? 

Personal data shall be adequate, 
relevant and not excessive in relation to 
the purpose or purposes for which they 
are processed. 

Because the purposes specified are 
wider ranging it is not possible to be 
prescriptive in relation to individual data 
fields, forms and printouts. However, 
partners to this agreement will comply 
with this principle by only disclosing to 
each other what is needed to achieve the 
purpose. 

 
Fourth Principle 
 

Fourth Principle Requirements How will partners satisfy these 
requirements? 

Personal data shall be accurate and, 
where necessary, kept up to date 

Partners will not take any operational 
action in relation to an individual about 
whom information has been exchanged 
without first checking with the source of 
the data to ensure it is still current.  
 

 
 
Fifth Principle 
 

Fifth Principle Requirements How will partners satisfy these 
requirements? 

Personal data processed for any purpose 
or purposes shall not be kept for longer 
than is necessary for that purpose or 
those purposes. 

Where legal proceedings have been 
implanted, the data will be stored for 7 
years.  In all other cases data will be 
destroyed when retention is no longer 
necessary for the prevention or detection 
of crime or disorder, unless agreed 
otherwise with the providing partner 
organisation.   
 

 
 
Sixth Principle 
 

Sixth Principle Requirements How will partners satisfy these 
requirements? 

Personal data shall be processed in 
accordance with the rights of data 
subjects under this Act. 

Partners to this agreement will respond 
to any notices from the Information 
Commissioner that impose requirements 
to cease or change the way in which data 
is processed. In the event that a subject 
access request is received by a partner 
and personal data provided by another 
partner is identified, the partners will 
liaise and assess whether an exemption 
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(potentially under Section 29) of the Data 
Protection Act, 1998 is appropriate. The 
Data Protection Officer West Mercia 
Police and the Name of University Data 
Protection Officer should be consulted for 
advice. 

 
 
Seventh Principle 
 

Seventh Principle Requirements How will partners satisfy these 
requirements? 

Appropriate technical and organisational 
measures shall be taken against 
unauthorised or unlawful processing of 
personal data and against accidental loss 
or destruction of, or damage to, personal 
data. 

Partners to this agreement will apply the 
security necessary to comply with App A 
for restricted information  
Police information stored on partners 
systems must only be made available to 
staff who need that information to carry 
out the purpose. 

 
Eighth Principle 
 

Eighth Principle Requirements How will partners satisfy these 
requirements? 

Personal data shall not be transferred to 
a country or territory outside the 
European Economic Area, unless that 
country or territory ensures an adequate 
level of protection of the rights and 
freedoms of data subjects in relation to 
the processing of personal data. 

Since this is a local agreement this 
section will not be relevant. 
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